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1 Abstract

Tactical military coalition force IP networks whiave to offer Quality of Service
(Q0S). Service Level Agreements (SLA) and Serideeel Specifications (SLS) are
important elements of the QoS architecture in ieiminetworks. However, SLA/SLS
in military coalition networks should not be appli@ the same fashion as in a
commercial network. Our contribution is to ideyntihe useful role SLA/SLS can
play in network engineering and QoS managemergadical coalition force
networks. The SLS definition need to be more tedahan commercial SLS and its
monitoring need to be performed on a finer timesdahn in comparable commercial
networks. The security architecture of militaryatitton networks may also restrict
the monitoring and SLA management. Finally we cket measurement based
approach showing how the SLS can be used in thctedition networks to support
both call admission control and network engineeriR@rts of this analysis include a
discussion of SLS and the proposed NATO standardstical communications
network.

2 Introduction

Service Level Agreements (SLA) can be used in QuafiService (QoS) enabled
Internet Protocol (IP) based networks to definené®vork service between
consumers and producers of network services. mmuoercial networks the SLA and
the Service Level Specification (SLS) define thenek service, how it is measured,
and possible penalties if the SLS is not met. Sakssalso used to regulate the
interconnection between network providers.

Tactical military coalition force IP networks wilh some extent mimic the consumer
and supplier roles found in civilian networks. Hower the SLA and SLS will have
different usages. This article discusses thegerdiices and the implications
SLA/SLS will have on such networks.

A tactical coalition network will have users andwerk elements from different
nations. Although a coalition force will have commobjectives, the network
elements will also be used to ensure nationalipalitontrol over the individual
elements of the force. In addition, some natioay hmve additional national
objectives requiring communication resources. @ital coalition network will
therefore have a strong need to define and regtilateetwork service interfaces
between the network elements constituting the ttoalnetwork.



Tactical coalition force networks are set up armbnéigured to meet operational
demands. The links may have very limited bandwitmpared to commercial
networks. They are also susceptible to wear aad dieie to accidents or hostile
action, at a substantially shorter timescale coegbéw civilian networks. We also
believe fluctuations in load will be higher; thaffrc will vary with the operations
combined with a higher frequency of link break aaconfigurations.

There are different security architectures beingaged in coalition networks. One
approach is to have different trust levels for algrg and user traffic [5]. All
signaling traffic is within the same common trwestdl allowing hop-by-hop

signaling. Another approach is to have networldifégrent trust levels. In this case
communication between networks at the same trust ie supported using encrypted
tunnels. This does not permit hop-by-hop signaling

In a coalition network we can not assume thatetivorks have the same level of
trusted. The use of SLAs addresses the problenmiatered when signaling between
networks of different trust levels. In a situatiwhere all networks and all network
elements are at the same trust level other sokutiway be more applicable.

A tactical coalition IP network may consist of nuenlof local area networks (LAN)
interconnected using military and commercial neisorThe information is typically
secured through the use of secure IP (IPsec) tsiacebss the wide area network
infrastructure, seBrror! Reference sour ce not found..
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Figure 1: Secure military IP network architecture

Examples of this type of architecture can be fomnthe proposed NATO standards
from the TACOMS Post 2000 project [10], experiméptajects like the
Interoperable Networks for Secure CommunicatiorS@) project conducted by
several NATO countries as well as in operationditany networks.

Tactical coalition networks represent a challerggefoS provisioning, since the
solutions will have to extend over different donsaiwhere the security architecture
may imply isolation of domains. The SLS at theserwaries are therefore
important. Each domain can compare the offereéaeived traffic against a
specification (SLS) and there is no need for adhession control or congestion
notifications information to cross the boundary.

This article focuses on how the use of SLAs campetighe planning and operation of
military coalition networks. It looks at the tedtal aspects related to the support of
SLA/SLS monitoring. It does not cover the orgariaaal aspects of SLS setup and
negotiation nor the management processes fordrafigineering. These are clearly
military operational procedures and therefore olet$he scope of any technical
discussions. However, as we point out, such peaseare more important than any
technical mechanisms in order to have well fundtigriactical coalition networks.



In the article we first present the state-of-afbbe discussing how the security and
QoS architectures impact the use of SLS in militayglition networks. We describe
in detail how the SLS can be used in both netwadireeering and call admission
control to improve network responsiveness and titete-end service quality.

Finally we present a measurement architecturegp@t SLS management in tactical
coalition force networks.

3 Service Level Agreements (SLA)

A commercial SLA normally consists of three maimtpa The contractual part
includes information about the parties bound byapeement, SLA contact
information, review procedures, etc. The secontiqguntains a description of the
technical aspects including the product and sem&tmitions, the user connections
and the SLS which details the quality of the deleservices and any limitations
imposed upon the user traffic (e.g. shaping anitipgl). The third part details
administrative issues like fault and problem reipgrprocedures, prices, billing, and
compensations.

3.1 Service Level Specification (SLS)

A network SLA identifies the IP performance levitlat a network service provider
guarantees. The technical specification of theneotivity service is given in the
Service Level Specification (SLS). A definitiontbie term SLS is given in RFC3260
[1]: “A Service Level Specification (SLS) is a set chupaters and their values which
together define the service offered to a traffiea@min by a Differentiated Service
(DiffServ) domain”.

The SLS needs to contain a description of the coated the actual parameters. The
context includes the scope, the traffic classed tla@ characteristics of the traffic it is
valid for, for example burst and average ratesgemally, the SLS can also contain a
specification of the treatment of the traffic tlmbutside the agreed characteristics,
for example whether it should be remarked or drdpp@nce the context of the SLS
is defined, the actual parameters for delay, gss; and availability can be defined.
The throughput is normally part of the contextthié bandwidth offered is not
sufficient to meet the agreed service level, it eflpear as a combination of
excessive loss, delay and jitter.

An SLA may contain clauses stipulating compensaifitime SLS is not met. This
implies clear definitions of how the parameterthie SLS should be measured and
monitored. The accuracy of the SLS may be consdlarpart of the SLS itself.
Accurate measurements and monitoring require meseurces, in terms of
manpower, equipment, processing and bandwidtbarittherefore be an additional
charged service.

3.2 Dynamic SLS

One challenging aspect is the granularity and tfmawchics of the SLS invocation.
The changing nature of tactical military networlesrdinds dynamic SLS to ensure
efficient utilization of resources and a predictabhd-to-end QoS. As the network
and traffic loads change, the SLS may have to hegatiated.

While a broad static SLS is commonly used in thvdlian market, dynamic service
negotiation and invocation at the flow level haeeib the target of recent research
projects funded by the European Union as parteif thformation Society



Technologies (IST) program. Several proposed achites [2], [3], [6], [8], [9] for
dynamic SLS negotiation have been proposed. Tiereint proposals do share some
common elements, e.g. resource control and mongonechanisms and functions to
control and dynamically distribute resources. Hesvethe architectures represent
different trade-offs between trust, granularityttué changes to the SLS, both in terms
of timescale and delta in parameter value, ancbidy.

The set of SLS that will have to be managed anadtietgd may for some domains be
the union of all SLS used in all domains. To pdeva better ability to scale, it may
be preferable to limit the SLS to a small set o63ilasses agreed by all domains [7].

3.3 Use of SLA/SLS in existing military networks

SLA/SLS are already used in military networks, @ity due to the increasing use of
commercial service providers. In these casesSti#es are standard business
agreements between military forces and commereraice providers. The main
purposes are to ensure service delivery and iethsx problems invoke measures to
correct this.

However, the use of SLAs is also investigated wegpect to tactical coalition
networks and to manage the offering of servicebiwmational military networks.
This differs from commercial SLAs both in termstleé goals and the usage. One
initiative has come from the Tactical CommunicasigfhACOMS) Post 2000 project
which is a lead by NATO and where an industry cotism has developed a set of
NATO Standardization Agreements (STANAG) [10] fbetnext generation Tactical
Communications Networks.

TACOMS Post 2000 has defined a multi-technologyvoet architecture and
proposed standards for the functionality over therface interconnecting different
national tactical networks. One part of this sedof SLS used to support the
network engineering and planning processes [10].

The TACOMS Post 2000 project has defined two tcdfandling classes, connection
oriented and connectionless. The traffic handtilagses are separated into different
logical channels by the use of Multi-Protocol LaBelitching (MPLS) at the
interconnection point between two national networRéthin the two traffic handling
classes, five classes of service are defined. $ 8llvays mapped to the connection
oriented traffic handling class and SLS5 is alwanggped to the connectionless
traffic handling class. SLS2, SLS3 and SLS4 cambpped to either traffic handling
class and the choice of mapping is a deploymeneis3he TACOMS Post 2000 SLS
definitions are shown in Table 1.

The connection oriented traffic handling classassisd to support applications with
stringent QoS requirements. It use a modified varsif the H.323 signaling protocol
to establish connections, request a SLS clasféoparticular flow and reserve
resources. The connection oriented traffic is sty the use of application
encryption.

The connectionless interface is a standard IP hasedace with DiffServ and will be
used for all data traffic not requiring hard Qo%ugntees. The connectionless traffic
handling classes are mapped to an SLS classesthsimyffServ Code Point

(DSCP). The connectionless traffic handling classe secured through the use of
IPsec tunnels.



SLS  SLSname(mnemonic) Characteristics Use
name
SLS1 | LR-LD-ML Stringent requirements Suited for low bandwidth constant bit ra
Low rate — Low Delay — Medium Losg concerning: delay and jitter applications and applications that gener
low bandwidth CBR flows (e.g. telephor
SLS2 | LR-LD-LL Stringent requirements Suited for applications that require a vel
Low rate — Low Delay - Low Loss concerning loss probability reliable delivery: Real-time data transfel
critical C4l messages, SMCS alarms
SLS3 | MR-MD Medium to high bandwidth Well suited for applications that genera
Med. Rate — Med. Delay — Med. Los$gequirements, and requirements medium bandwidth VBR flows (e.g.
concerning delay and jitter videoconference)
SLS4 | HR-HD High bandwidth requirements Streaming video
High Rate — High Delay — Med Loss
SLS5 | NGD-PL Non-guaranteed delay and Similar to the “Best Effort” traffic in IFbas
Not Guaranteed Delay — Med Loss | packet loss. networks (the applications are assumed
implement some congestion control
mechanism).

Table 1: The TACOMS Post 2000

SLS class definifildyj.

The SLS defines the requirements towards the n&svperformance characteristics.
The requirements define the minimum and recommendetber of interconnection
points supported and the performance is definethéynaximum delay, jitter, packets

loss and bandwidth requirements.

To verify the quality of the network services, TANIS Post 2000 has defined a
measurement architecture. Both end-to-end andgterork monitoring is used to
ensure that the networks comply with the targatesldefined in the SLS. Active
measurements are used to monitor end-to-end oorle®lement delay, jitter and
packet loss. Passive measurements are used togetenetwork mean and peak
load. Service quality measurements for the commectriented traffic handling
classes are done using synthetic flow generafidns means that the measurement
probes must support the call signaling for the eation oriented traffic handling
classes. The connectionless traffic handling elmsse measured using active
probing and correlating network statistics.

4 Future use of SLA/SLS in military networks

As already stated, we believe that SLA/SLSs arel@edén military tactical coalition
networks. However, they will have a different rotampared to commercial
networks, since they are operating on a differemés$cale, and breach of contract

reflects a true degeneration of the

network’s awdd capacity.

4.1 Interdomain QoS and SLS

Interdomain QoS is the closest civilian equivatenoS management in coalition
force networks. A common understanding of the rsagable architecture seems to
be lacking and there are yet no Internet EngingeFask Force (IETF) groups
chartered within this area. The Border GatewayeRedion Protocol (BGRP) [9] is
an example of a proposed interdomain QoS solukiahhas not been implemented.
BGRP supports QoS signaling and can be deploy&ifiServ based networks. It
offers aggregation of resource reservations albagink trees generated by the
Border Gateway Protocol (BGP). The approach offessnple solution to



interdomain QoS within one trust level, but one kvesss is the convergence
problems of BGP in dynamic non-hierarchical netveankay result in difficulties to
deploy this in a tactical coalition network, [1113]. Another problem with signaling
based QoS regimes is the need for signaling prexicds to support end-to-end
signaling services. Therefore, the solution da#sappear as a likely approach for
tactical coalition networks.

Using dynamic SLS between the domains in a coalfiboce is an available method
to ensure a common view of the network capabildied service qualities supported
by the networks.

4.2 SLA management

Commercial SLA/SLS are normally fairly static arré anly renegotiated at
predefined intervals, for example every 6-12 monthise changes negotiated or the
establishment of new SLAs does not necessarilyireghanges to the provider’s
network topology since the networks are normaligédy over-provisioned.

However in tactical networks the SLA/SLS are ldssis due to frequent changes in
topology, mobile networks and users. Also tactieivorks operate at a higher
utilization and they must be expected to be infagehby hostile actions and
accidents. Therefore even minor changes to the &idithe traffic load might
trigger alterations to the core network topology,dxample the need to establish
additional links or change the network routing. n@gnic SLS negotiation can not be
used if signaling from a low to a high security gomis not allowed, To support a
very limited form of signaling, simple informatiguards are in some cases supported
to allow predefined messages to pass between sedamains.

In coalition networks, the main goals of the SLASSare to define clear areas of
responsibility between the different network mamagt® support the network and
traffic engineering and to ensure a predictableterend service for the users by
offering a traffic description that can be usedhasbasis for the QoS management
and call admission control mechanisms. This usatieely to result in that military
SLA/SLS will differ from commercial SLA/SLS sinche granularity and the
dynamics of the information used to perform cath@ésion control will be different
from information used to support billing and acciog.

There are two main solutions for managing SLA/Su$end-to-end [3] approach and
a cascaded approach [6]. In the end-to-end apipitb&cSLA is negotiated directly
with every network provider involved in construgjithe end-to-end service. This
requires that the path between the source anchdasti network is known in
advance and in highly dynamic networks routes nienge frequently requiring
renegotiation and unnecessary service quality degian. In the cascaded approach,
the providers only negotiate with their immediageghbors, see Figure 2. It offers a
scalable and robust solution, and it is easiedapato a military environments where
the networks experiences frequent rerouting.
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Figure 2: Cascading SLA solution

The cascaded approach defined in [6] can not bkealpgirectly across different
security domains since it assumes that the SL$hherg are the same as the BGP
peers. In a network architecture using IPsec tisrioeprotect traffic, the secure (red)
networks do not have knowledge of their BGP pealg the destination networks
and IPsec tunnel endpoints. The router on theklsate has no knowledge of which
neighbors are needed to support the IPsec tunmétsreake this work either an SLS
needs to be negotiated with all neighbors or thekbtouter needs to know about the
active IPsec tunnel endpoints. Also, to our knogé&ed has not been shown that the
cascaded approach presented in [6] will converglymamic environments.

4.3 Therole of SLS in network planning and
engineering

The main difference in the use of SLS in militandaivilian networks is in our
opinion due to the dissimilarity in why the netwdr&comes overloaded. In a civilian
network, except for failure situations, network dead is most likely to occur if the
operator overestimates the potential for multipigxi Therefore the breach of
contract clauses acts as a marginal cost of additgale of multiplexing more traffic
onto the existing network.

In a tactical network congestion is normal becaag®dwidth is usually very limited.
Congestion can also be caused by accident, hastilens, or a change in military
objectives and therefore also priorities. The wiléhe SLS changes from a definition
of a service guarantee to a definition of a museaice quality target. Therefore the
SLS will be important in the planning and enginegrof military networks.

The operational network requirements for the cialitnission are detailed in the
SLS and used in the network engineering activitielse engineering activities
include designing the underlying network transjafrastructure, establishing routes
and security tunnels and configuring QoS parameténe SLS must offer
information to support this level of network plangi

Figure 3 illustrates the relationship between thA/SLS and the network
engineering process. The network engineering &id&finition processes are
iterative processes. The service level definitiand requirements for the operation
are defined and together with the traffic forecastsd as input in the planning of the
coalition network. If all the service requiremean#s not be met by the network, the
SLS has to be altered. Ideally, these tasks agiditiieraction should be automated.
In the next generation of QoS enabled tacticalitoallP networks this is not likely
to be the case and a great deal of manual wodgisired to ensure that the service
guality guarantees are supported and network clsanggdemented.
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Figure 3: Integration of SLS management and netwaodineering and planning

Commercial SLS normally provides the traffic dgston on a per access basis since
the core network is over-provisioned. In tactivaiworks, the core network will in
many cases be the bottleneck. To engineer thenetveork topology, the SLS needs
to define the traffic matrix at a finer granularityiost likely traffic loads need to be
forecasted per tunnel and per class of service.

As the network becomes operational, traffic momigand fault detection tools will
identify deterioration of the service quality. Timetwork engineering process must be
able to adapt the network infrastructure to supploainges in the traffic

characteristics and to handle network topology gkeardue to mobility or

degradation.

The TACOMS Post 2000 SLS has been designed to ynsuiplport the procurement
and planning process, it does not include inforama#ibout the traffic characteristics
or procedures for handling excess traffic. The a6 therefore not easily be used in
the real-time network engineering process.

Careful network engineering is one approach to enge service quality and the

goal is not to respond to fluctuations in the gyabut if the network has been
overloaded over a period of time, the network eegiing process will initiate actions
to improve network conditions. Since these actioight require the establishment

of additional radio trunks or satellite connectioim® response times are in the orders
of hours and days.

4.4 Therole of SLS and call admission control

When the network quality deteriorates, the netwargineering activities have a
response time of hours and days and in some dasékriot be possible to continue
to ensure the end-to-end quality unless trafficl lv&o the network is reduced. The
SLS is an important part of the traffic and QoS aggment in tactical coalition
networks since it defines limits for the traffialb allowed into the network.

The solution offering the highest service guaramte¢he use of hop-by-hop resource
reservation before admitting any new flows. Anragpée of this is the use of the
Resource reSerVation Protocol (RSVP) to negotiateraserve resources per
network hop. The use of H.323 for the connectiaarted traffic handling classes in
TACOMS Post 2000 networks offers a similar funcéility. The problem with hop-
by-hop signaling is that it is difficult to suppant military networks where signaling
traffic can not go from less trusted to more trdstetworks, for example in the use of
IPsec. RSVP may also have limited ability to scale



Therefore DiffServ seems to be the preferred QaBitcture. Strict priority
schemes can be implemented with careful settirigeotirop probabilities for the
various DiffServ classes [12]. Within one DiffSerhass, the packet loss will be
evenly distributed. With limited congestion, thecket loss rate will still result in
acceptable application performance, and no expiicitation of new flows will be
needed. However, there exists a load level wherg@acket loss rate impairs the
applications. At such a level, a call admissiontod mechanism must be used to
ensure that already initiated flows are allowetetainate before new ones are
added.

The goal of the call admission control is to prewvée access network from admitting
more than acceptable amounts of traffic into a$afiv class. Several alternative
solutions can be used to support call admissiotrabn

An alternative is the use of Bandwidth Brokers égatiate changes to the SLS. The
Bandwidth Broker holds an updated picture of thisvoek status and the traffic load
and based on this it determines if additional tcfbws are admitted into the
network. This approach has been prototyped aneld@s several research projects.
However, one underlying assumption of these prejeets the availability of
additional capacity in the core network. ExceedhgSLS limits was used as a
capacity buying indication to the core network pdev. This is not necessarily the
case for tactical military networks; also this aggarh does rely on signaling traffic
traversing security domains.

A variation of this alternative is to use for exdenpl.323/SIP gatekeepers which can
be configured to only allow a certain number ofdiieineously voice and video calls.
The gatekeeper is then consulted before new aallsstablished. The main problem
is that only applications using H.323 or SIP carsiygported.

A third alternative is the use of measurement basichdmission control, where the
results of network and traffic measurements are tseletermine if new flows can be
admitted into the network. In a tactical coalitioetwork using IPsec tunneling, this
is an attractive solution since it does not regsigmaling information to flow
between security domains. The problem is the @iogérforming accurate
measurements.

Combinations of the above schemes can also betosgfir different degrees of
service guarantees. Except from hop-by-hop siggalolutions, resource control
devices (e.g. H.323/SIP gatekeepers and Bandwidtkes) need to derive
information about the traffic limits to impose fraime SLS.

5 Monitoring and SLS management

We believe that SLS will become an important elenmethe network planning and
engineering process and as input to the call admnig®ntrol of IP based tactical
coalition networks. DiffServ networks use packetpdand packet scheduling to
ensure that the applications’ QoS requirementsrmte Such mechanisms need to be
augmented with call admission control, to ensuag tihe capacity is used for
something that is meaningful from an applicatiod aperational viewpoint.

We propose a measurement based solution integsgite LS management, Figure
4. The monitoring devices support a distributewise quality measurement scheme
and the SLS managers control that the end-to-ewtteequalities comply with the
SLS descriptions.
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Figure 4: Architecture for measurement based chlission control integrated SLS
management

The SLS definition must provide a description af #ervice quality per tunnel and
per class of service since this is the granularthe path selection. An example of a
SLS template is shown in Table 2. The traffic pagters translate into QoS
parameters to be configured in the edge router.

Corresponding  Packet/flow identification Total Classes of service supported and
capacit

capacity per class

Tunnel end-points [kbps] Voice [No. of voicelish
[src IP addr] [dest IPaddr] Video [kbps]
[DiffServ Code Point (DSCP)] High priority data [kbps]
Best effort [kbps]
LAN B Tunnel end-points [kbps] Voice [No. of voicelish
[src IP addr] [dest IPaddr] Video [kbps]
[DiffServ Code Point (DSCP)] High priority data [kbps]
Best effort [kbps]
LAN C Tunnel end-points [kbps] Voice [No. of voicalts]
[src IP addr] [dest IPaddr] Video [kbps]
[DiffServ Code Point (DSCP)] High priority data [kbps]
Best effort [kbps]

Table 2: SLS description template for IPsec tunodtsnating from the same LAN

5.1 Monitoring

In a commercial setting, monitoring is used to eashat the requirements being paid
for are met. There is a large span of suitablesomesnent methods and in the
granularity of the monitoring. For example witkrasted supplier, the monitoring
may be infrequent or simply based on exceptionntamp

In a tactical setting for coalition forces, the Sl defines the requirements for a
particular network connection. However, if the SE®i0t met, this is an indication of
a problem, and not a means for commercial compiensat litigation. Instead the
implications are to reengineer the network andémsfbly change the call admission
control parameters. This has implications on tle@itoring methods and the required
granularity.

The challenge when using a measurement baseddaaibsion control scheme is to
ensure that the measurements quickly detect chabgewithout loading the network
with large amounts of measurement traffic. If 815 cannot be met, the call
admission control mechanism must adapt the lodldet@vailable resources.
Otherwise the network will become congested andéneice quality deteriorates for
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all types of traffic. This will require measurent®to be performed more or less
continuously. The measurements also need to b fktailed since the call
admission control needs to be performed per tuamelper class of service.

We believe these requirements are best met witsiyg@monitoring. Active
monitoring of SLS is more of a value when the temerage behavior is of interest, as
it is in a commercial environment. In the tacticadlition force network, we argue
that whether the SLS is met or not is of interedy vhen there is traffic, and
therefore the traffic itself can be used as bamisnonitoring.

It is an open issue whether all parameters of argdesl to be monitored. If the
network is correctly configured, loss and delayl wmitrease only when the offered
load exceeds the load agreed in the SLS or theonktvapacity has been reduced.
With a focus on traffic engineering and call adnaisscontrol, monitoring available
capacity should be sufficient. In addition, if thémission target is reduced based on
measurements, there has to be a symmetric protese e target is increased when
resources become available. The monitoring mesetbre detect significant
changes in available resources. This requireseanteasurements, where the issues
are overhead versus precision. This is discussatbre detail in the next section.

5.2 SLS manager

The SLS manager uses the measurement results smgmére call admission control
mechanism. Deteriorating quality can easily bected by observing the packet loss
or by measuring an increase in the end-to-end ddfahe underlying network is not
able to meet the requirements in the SLS, theachlission control mechanism
looses its function. Instead, it is better totketcall admission control level to one
that is commensurable with the available resoupgdstting the SLS manager switch
to a different SLS and a different QoS configunatid-or example depending on the
scheduling algorithms used in the routers, it camlieaningful to shift offered load
from one class to another. In a tactical netwoitk WiffServ, it is therefore
reasonable to assume sequences of defined SL®eomethe fallback of the
previous. However, the effect will be limited usseall the affected networks respond
to changes in the SLS.

If one allows for SLS to be downgraded, there rtedsk a symmetric process of
upgrading SLS to take advantage of new resourdesvever, it is a more difficult to
detect when additional resources become availakttive measurement methods to
detect available capacity typically send packenhsraith dynamically changing inter-
packet spacing. Based on the perturbation ofriteg-packet gap the available
capacity can be estimated. One of the more efiectiethods is pathChirp [4]. It
requires that the probing rate exceeds the availzdgbacity for a short duration of
time. Depending on the time between probes, tkeage probe traffic can be
reduced to the desired level. In the reportediteshe average probe traffic has been
in the order of 1% to 5% to reach coefficient ofiaon in the order of 0.1.

These techniques are not well suited for DiffSefhey are based on temporarily
offering a load larger than the available capac®wch load runs the risk of being
dropped or remarked, since the QoS configuratiagheaedge will limit the traffic

flow into the core network not to exceed the SlASlditional capacity can then not be
detected. Instead, the QoS configuration willcheesupport a solution where the
measurement traffic is not limited at the edge,aatwed to enter the core network
and only dropped in the core if resources are waitable. This is not an ideal
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solution since it can cause congestion problentisarcore network. An alternative
solution with similar drawbacks could be to peraadiy upgrade downgraded SLS
and measure whether the SLS is met. This maytéeadnecessary congestion or
long lead times to discover available resources.

Another possibility is to implement an approach wehthe network manager in the
coalition core network signals to the red LAN netikwarhenever changes occur in the
black network or which SLS to implement. This imf@tion can be sent from the
black to the red network through a simple informatyuard. An information guard
allows predefined information elements to be pagsed the black to the red
network, no information is allowed to flow in thpmosite direction. The use of
information guards are commonly used and normédlibyvad within the current
security policies.

6 Conclusions

The use of SLA/SLS in military networks has beeonpoted by several military
projects lately, the TACOMS Post 2000 project draihteroperable Networks for
Secure Communication (INSC) project being two exasp

The main difference between our proposal and thEDMS Post 2000 proposal is
that we advocate use of SLS information not onlthenetwork planning and
engineering process, but also integrate SLS managtento the call admission
control.

Our ideas correspond well with the work performethie INSC project. The INSC
QoS architecture is a pure DiffServ architectufée project plans to test and
experiment with the use of SLA/SLS to control tradfic load in the network by
integrating the SLS management and the call adomssantrol. The project does not
plan to experiment with the use of SLA/SLS in tleéwork engineering, but
acknowledges the usefulness of this use of the SIi#e INSC solution is based on a
limited exchange of topology information betweeaws#y domains, not monitoring
information as we have promoted in this article.

Several research projects are looking into theofi§&tA/SLS in commercial
networks, addressing both the need for dynamic i&dstiation and invocation. The
results from these projects are of interest, bigtimnportant to recognize that the
differences in the security architectures may impae use of SLS, particularly in the
context of call admission control.
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