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ABSTRACT

TDM circuit emulation over IP (TDMolP) may be used as
a migration step towards a full IP solution. Several
different TDMolP architectures exist offering different
degrees of robustness, service quality guarantees and
management. The possible architectures are presented and
their pros and cons are discussed.

Several tactical TDM based networks use flooding and
pruning for routing and resource reservations. We propose
a solution based on IP multicast that is efficient and
requires no changes to the existing TDM signaling and
mobility handling. The same signaling and routing scheme
may be used for tactical Voice over IP (VoIP).

In TDM networks, resources are reserved during call
setup. Priorities are invoked if there are insufficient
resources available, and one or more lower priority calls
are released. We discuss different QoS architectures and
mechanisms that may be used to support the military
priority scheme and the stringent delay and loss
requirements of TDMolP.

INTRODUCTION

Many military tactical networks are based on a TDM
infrastructure (e.g. Eurocom) supporting telephony and
data communications services. The TDM networks do not
offer a very flexible transmission service for data and is
difficult to adjust to changes in communication demands.

The motivations for IP based tactical networks are
typically cost/performance, use of COTS technology and
the desire to support the requirements of Network Centric
Warfare (NCW). The main argument against using a pure
IP infrastructure is that Voice over IP (VolP) is still an
immature technology and requires extensive investments
both in the voice network infrastructure and new terminals,
e.g. VoIP telephones. Also existing VoIP solutions do not
support the military mobility, priority and robustness

requirements. VoIP will eventually be the favored solution
for carrying voice traffic, but until these requirements can
be met a possible solution is to emulate the existing TDM
services over an all-IP infrastructure. This requires small
changes to the existing telephony services and capitalizes
on existing investments and at the same time offers a
flexible utilization of the network resources. TDM over IP
(TDMolP) is therefore a likely migration solution and may
be deployed as part of IP based tactical networks.

There is ongoing work within IETF Working Group PWE3
(Pseudo Wire Emulation End-to-End) to standardize
solutions for emulation of TDM over packet switched
networks [1], [2] and [3]. The standardizations work has
concentrated its effort on defining the packet encapsulation
format for TDM signals. Little effort has been spent on
aspects like call routing, signaling and QoS handling.

The contributions of this paper are in three areas, 1)
evaluation of different TDMolP architectures for tactical
deployment, 2) the design of protocols for TDMolP
systems, where flooding is used in the propagation of
TDM signaling messages and 3) a discussion of
mechanisms supporting QoS and priority handling. The
results of the last two areas are also relevant when
introducing VolIP in military networks.

First the problems related to the use of TDMolP in military
networks are presented. Then four different architectures
offering advantages and disadvantage with respect to
support the military service requirements are discussed. A
routing protocol mirroring the existing flooding based
TDM routing is presented and finally the applicability of
different QoS architectures is discussed based on the need
to offer the required functionality and robustness.

PROBLEM STATEMENT

The main reason for deploying TDMoIP in military
networks is that it offers a cost-effective migration solution
towards a pure IP solution.
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Commercial products are available offering encapsulation
and de-capsulation of TDM trunks or individual channels.
However, direct deployment of existing COTS TDMolP
solutions is not recommended. There are significant
differences in the service requirements, for example in
military networks there is a need to support per call
priority levels and efficient re-affiliation solutions. Also
there is a huge difference in the operational networking
conditions for private enterprise networks and military
tactical networks. In tactical networks, it can not be
assumed that the network always offers sufficient
bandwidth. Therefore, robust mechanisms are required to
ensure fast response to congestion situations and avoid
wasting network resources.

TDM OVER IP ARCHITECTURES

There are two main architectures, unstructured and
structured TDMolIP. In addition, there are three alternative
ways to emulate a structured TDM circuit. The different
methods are presented and discussed based on their ability
to support the requirements of military tactical networks.
These requirements are: 1) end-to-end quality of service
taking into account the need to support different levels of
priority, 2) support for network and user mobility without
requiring manual configuration of network elements and 3)
efficient network utilization.

The TDMolIP functionality may be implemented in the
TDM switch itself or as a separate adapter. We have not
made any assumptions regarding the placement of the
TDMolP functionality and view this as an implementation
choice that will depend on cost and whether existing TDM
switches can be extended with this new functionality.

A. Unstructured TDM over IP

In unstructured TDMolP, the TDM stream is transparently
encapsulated and transported across the IP network, e.g.
the IP network is viewed as point-to-point links. The main
advantages are that the TDM circuit emulation functions
may be implemented without any understanding of the
TDM services and signaling and that it requires no
changes to the TDM network nodes. Silent suppression
may be supported to offer a better utilization of network
resources. The disadvantages are that the solution
introduces uncontrollable delay since the TDM signal must
be packetized and de-packetized at every TDMolP hop.
Also there is no way to control that the TDMolP packets
are not sent over the same links several times resulting in
low network utilization. In a large network, the total end-
to-end delay may cause poor voice quality. Congestion in
the IP network will affect entire trunks, causing degraded
service quality for all calls including high priority calls.
Therefore, an unstructured TDMolP solution can not
support the military priority levels and the architecture is
not discussed further in this paper.

B. Structured TDM over IP

Structured mode refers to the case where TDM channels
are individually transported across the IP network or
grouped depending on their destination.

The advantage of the structured mode is that only active
channels are transported across the IP network ensuring a
very efficient utilization of network resources. TDMolP
packetization and de-packetization is only performed once,
reducing the end-to-end delay considerably. Handling
TDM channels individually allows channel management
based on priority and quality of service requirements. The
disadvantage is additional packet and processing over-
heads. If TDM adapters have stringent delay requirements,
the number of small packets may become very large.
Packet overhead can be reduced by grouping TDM
channels towards the same destination into the same
packet, irrespective of their priority. The disadvantage of
this scheme is that more high priority traffic is generated.
There are three alternative methods that might be
implemented to support structured TDMolP.
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Figure 1: Alternative 1 - structured TDMolP in trunk mode

In the first alternative, individual channels are transported
in the same way as in the trunk mode, i.e. along the route
determined by the TDM routing and packets are relayed at
each TDMolP adapter, see Figure 1. The advantages of
this alternative are that the existing TDM routing can be
utilized and the TDM samples only experiences one
packetization delay. The disadvantage is that that the
TDMolP adapter must act like an application layer
gateway supporting switching of TDMolP packets. This
will require that the TDMolP adapter understands the
TDM signaling and keeps a forwarding table with the
mapping between the next TDM hop and IP hop for every
TDM channel. This alternative may also result in larger
delay due to many hops and less efficient utilization of the
network resources since TDM samples are not necessarily
transported along the shortest IP route.

In the second alternative, the signaling channel is set up
according to the TDM trunk architecture, but the user
channels are routed directly between the source and
destination TDMolP adapter, Figure 2. The advantages are
that this minimizes the delay by not having to route the
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TDM voice and data traffic via many TDMolP adapters
and it still ensures that existing location and mobility
services are supported. There is no need to make extensive
changes to the TDM signaling protocol. The disadvantages
are that since the user and signaling channels are routed
differently, network failures may cause the TDM service
to experience an inconsistent network view. Also, the
TDM signaling will impose a call admission control
scheme based the link capacity seen from the signaling
even though the IP network may have available resources,
and vise versa the IP network may not have enough
resources while the TDM signaling does not see this and
admits new calls.
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Figure 2: Alternative 2 - structured TDMolIP with trunked
signaling and directly routed user channels.

In the third alternative, both the signaling and user
channels are routed directly between the source and
destination TDMolP adapters. The advantages are that the
TDM system takes full advantage of the IP least cost
(shortest path) routing and fault management and traffic
analysis is made easier. The disadvantage is that it does
not directly support all existing services and requires more
extensive changes to the signaling and routing to support
location and re-affiliation of users. The rest of the paper
discusses solutions for this alternative.

CALL ROUTING

Tactical TDM networks often utilize flooding and reversed
spanning tree path for call routing. This allows for robust
location and re-affiliation of terminals and users at the cost
of overhead.

For TDMolIP, TDM addresses are mapped to IP addresses
and routing of TDM signaling messages in the [P network
is similar to the telephony routing experienced in VolP
systems. Three call routing solutions are presented; 1)
TRIP (Telephony Routing in IP), 2) use of location/
directory servers, and 3) a multicast based solution.

A. Telephony Routing in IP (TRIP)

TRIP [4] is standardized by IETF and is a BGP4-based
interdomain call routing protocol used to exchange

telephone number ranges that are serviced by the different
voice gateways or localization servers (LS). TRIP is

intended for interconnection of VolIP and traditional
telephony networks. In addition to telephony number
ranges, TRIP supports exchange of policy and accounting
information across administrative boundaries.

TRIP may be used to exchange information between
TDMolP adapters. This would include telephone number
ranges supported and possibly TDM capacity information.
The main disadvantage of using TRIP is that mobility
handling is costly to support; every re-affiliation would
require distribution of explicit routing updates to all
TDMolP adapters. The result is increased network
overhead and large routing tables since aggregating of
routing information becomes difficult. TRIP requires TCP
sessions to be established and maintained. Depending on
the number of TDMolP adapters, substantial overhead may
be introduced. The advantage of using TRIP is that it
supports a smooth transition towards VolP, assuming that
VolIP routing will be based on TRIP.

B. Directory

In a directory approach, the mapping between IP address
and TDM address/number is maintained by updating
directories. When a user moves or a TDMolP adapter
changes its IP address, the directory is updated. A user that
re-affiliates must register at the local directory and the
information is either distributed to all directory servers or
to a master directory server if a hierarchical directory
structure is supported. When establishing a new call, the
originating TDMolP adapter queries its local directory for
the IP address of the TDMolP adapter serving the
terminating subscriber. If the local directory holds the
information, it is given to the originating TDMolP adapter
directly. If not, the local directory must send a request
either to the master or to all directory servers.

The disadvantage of this solution is that it is costly to
provide a reliable and robust directory service. Backup
solutions must be implemented in case of server failures
and robust and efficient replication schemes are required to
support mobility. Replication may result in large network
overhead, particularly in the case of many mobile users.

We do not recommend a directory based location service
since it requires not only the introduction of a directory
system and its related protocols, but also additional
functions in the TDMolP adapters to update the directory
and process requests. Finally, we also believe that this
solution is less robust than our recommended solution.

C. Multicast based call routing

We recommend a TDMolP call routing mirroring the
existing TDM call routing in order to support the exiting
TDM mobility scheme. The underlying idea is to emulate
the TDM spanning tree search in the IP network, combined
with caching of hints for the location. This can be done
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using [P multicast. The strength is that each TDMolP
adapter does not need know the address of the other
TDMolP adapters in the IP network. All TDMolP adapters
within an administratively defined area are members of the
same multicast group. Standard multicast routing protocols
are used to establish a distribution tree.

When a new call is initiated, the originating TDMolP
adapter checks if it has an entry for this telephone number
in its routing table. The call routing table holds a list of
phone numbers, their associated IP address, outgoing
interface, age, and flags for additional information. If a
routing entry does not exist, has timed out, or receives no
response, the call setup message is sent to the IP multicast
address and is routed along the multicast tree. The call
setup messages will be processed by all members of the
multicast group, and the TDMolP adapter serving the
requested telephone number will respond. The exact
procedure depends on the size and structure of the
network.

In networks where the source and destination always have
direct IP connectivity, the response message contains the
terminating TDMolP adapter’s IP unicast address. This
address is then added to the originating TDMolP adapter’s
routing table. Multicasting is then essentially an effective
address resolution mechanism.

In large multi-domain networks, where routing through
TDMolP adapters or call servers is required, the procedure
is more complex. The TDMolP adapters may be members
of more than one multicast group offering a bridging
function. In this case, an identifier is required to uniquely
identify a call setup message. This ensures that the same
setup message is not introduced into the same multicast
group or the same network several times. Typically, the
originator and a local sequence number are used as
identifier.

When the TDMolP adapter receives a call setup message,
it checks whether a valid entry already exists in the
forward ongoing path table. If not, the address of the
source TDMolP adapter and the identifier are stored in the
reversed outgoing path table. The call message is then
forwarded to the multicast address for the new area, after
the reversed outgoing path table has been checked to avoid
flooding loops. This is repeated by every TDMolP adapter
each time area borders are crossed. Eventually the correct
TDMolP adapter receives the call setup message and a
response is generated.

The format of the signaling packets must be augmented
with a path metric and the address of the forwarding
TDMolP adapter or call server. As multicast signaling
packets are received, the outgoing reversed path table must

be recalculated to identify the optimal previous hop. A
TDMolP adapter can potentially receive multiple copies of
a signaling message, since there can be many potential
forwarders. The first packet will be forwarded after a
configurable hold time; the rest will only update the
reversed tree. The path cost in the signaling message will
not necessarily be correct since there is always a
probability that a shorter path to the source has been
discovered after the message was forwarded. The holding
time before the message is forwarded at the boundary
between two areas represents a trade-off between delay in
the signaling message and the accuracy of the cost metric
used. The call setup response message follows the reverse
spanning tree generated in the forwarding process.

The preferred multicast protocol is primarily a function of
whether all routers are multicast enabled, and the density
of TDMolP adapters to routers. Due to the relatively low
amount of signaling traffic and an equal number of sender
and receivers, a shared tree will be the optimal choice for
distribution tree. Multicasting can use scooping to avoid
multicast requests to parts of the network where the
bandwidth is very limited. The robustness of the solution
will depend on the choice of multicast routing protocol.

QUALITY OF SERVICE ARCHITECTURES

In existing tactical TDM networks, routing of the signaling
messages and routing of the call follows the same path.
This assures that resources are available at each TDM hop.
Military TDM services also support three or four levels of
priority. To support this functionality, the IP network must
be able to pre-empt low priority calls and assure that high
priority calls are granted sufficient resources. This section
discusses different methods to guarantee the quality of
service (QoS) for the TDM traffic in an IP network.

A. IntServ and DiffServ

IETF has standardized two methods for supporting QoS in
IP networks. The Integrated Services (IntServ) architecture
[5] offers per-flow resource reservation and admission
control, and uses RSVP (Resource reSerVation Protocol)
for signaling [6]. RSVP may be extended to support pre-
emption and can be used to handle the military priority
scheme. The main disadvantage is that every network node
is required to hold per-flow state information. This may
lead to scalability problems when handling many flows
and is the main reason for the lack of commercial interest
in IntServ. Another problem with IntServ is that RSVP
messages can not pass through IPsec devices directly, but
requires functionality as specified in [11].

The Differentiated Services (DiffServ) architecture [7] was
defined as a response to the IntServ scalability problems. It
is based on flow aggregation. IP packets requiring the
same treatment are marked using the Differentiated
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Services Code Point (DSCP), a 6-bit encoded field of the
DiffServ (DS) byte in the IP header [8]. DiffServ capable
routers implement packet forwarding behaviors, Per Hop
Behaviors (PHB), for distinct traffic types based on the
DSCP-value. Currently two PHB are standardized,
Expedite Forwarding (EF) and Assured Forwarding (AF)
[9]. The latter supports four classes and within each class
packets can be assigned three different levels of drop
precedence.

The routers realize the different PHB using Active Queue
Management (AQM), a combination of packet scheduling
and discard strategies. The discard strategies typically use
random packet discard, e.g. Random Early Detection
(RED), spreading the packet loss to several flows in order
to shed load during periods of congestion.

B. Explicit Congestion Notification (ECN)

ECN [10] is a mechanism used to control TCP flows and
might be used either alone or together with DiffServ. ECN
offers a method where routers when detecting increasing
traffic load marks packets by setting two of the bits in the
TOS/DS field to notify the end system about the network
congestion. The end system acts upon this by requesting
the TCP sender to slow down. If used with TDMolP, the
TDMolP adapter must be able to read the ECN field and
initiate a call termination or block all new calls. ECN may
impose a problem with IP security, since it requires that
the TOS/DS field is carried transparently across security
boundaries. The main advantage of using ECN is that it
offers a possibility to notify the end systems of network
congestion before packet loss occurs.

PROPOSED QOS MECHANISMS

Since the TDM system has no control of the routing and
traffic load in the IP network, mechanisms are needed to
ensure that the TDMolP system responds by reducing the
input load and preventing additional calls to be established
when the network resources are exhausted.

A. Congestion control mechanism

A standard AF-based DiffServ solution is not suitable
since the existing drop mechanisms (e.g. RED) tends to
spread the packet loss to the maximum number of flows.
Depending on how TDM reacts to packet loss, the result is
either a prolonged period of reduced subjective quality for
many calls or the termination of a larger than required
number of TDM flows. For similar reasons a pure tail-drop
mechanism is not an alternative. If the synchronicity of
TDM traffic was preserved in the network, a tail-drop
marking scheme would focus on the same sequence of
packets ensuring fast shutdown of the offending flows. As
the routers disturb the relative sequence, the likelihood is
that a larger number of flows will be affected.

We propose a DiffServ based architecture with a modified
queue management. The Assured Forwarding PHB is used,
and the call priority is mapped to an AF drop precedence.
The probabilistic drop mechanism is replaced with a
combination of tail-drop and ECN marking of a fixed
number of packets. The TDMolP adapter reacts to the
ECN marking by closing down the connections. This
ensures an adaptive load control mechanism.

There is a delay (Round Trip Time + processing) from the
first marking until the queue experiences a reduced load. If
the ECN marking is continued in this period, a larger
number of calls than necessary will have been marked for
termination. By marking only a fixed number of packets,
we bound the number of flows that are terminated. After
the given number of packets has been marked, the queue
discipline reverts to tail-dropping where packets are
discarded if the queue length is above the watermark for
the drop precedence. Tail-drop is activated for a
configurable period of time, determined by the Round Trip
Time, to protect the downstream routers from further
congestion. The ECN mechanism is rearmed after a
configurable time-out.

The network operator can by changing the number of
marked packets; make a trade-off between responsiveness
to overload and utilization of the network.

Pre-emption of traffic flows is ensured by mapping the
TDM priority levels to the drop precedence levels of the
AF-class. If a link receives too much traffic, packets
belonging to the low priority class are candidates for being
ECN marked and dropped first. This mechanism ensures
that higher priority calls going through the congested
nodes are shielded.

B. Admission control

One inherent problem in the use of DiffServ with AQM
and our proposed solution with ECN marking is the lack of
stability during severe congestion. In TDM, admission
control ensures that new calls will be denied while existing
calls are untouched. With the various DiffServ schemes,
existing and new calls have the same probability of being
terminated, since flow termination is based on random
packet drop or marking.

From a fairness view point this is acceptable; long lasting
calls should not always be protected. However, there is a
substantial difference in the stability. Protecting existing
calls ensures that at least established calls are allowed to
progress and terminate naturally. Under severe congestion
randomly dropping one of the existing calls creates
thrashing where nothing is accomplished. Therefore, the
proposal must be augmented with an admission control
mechanism.
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The objective of call admission should be to avoid
thrashing. The simplest solution will be to add a trigger
function with a refresh timer for blocking new calls in the
TDMolP adapters. Once an adapter experiences a drop
frequency above a limit for a given priority class, it will
block all new calls for that class. It will remain in blocking
state as long as the drop frequency is above the limit plus a
configurable interval before it starts accepting new calls
again. This is a fair and distributed admission control
scheme that will be used only during severe congestion. It
is timer based to ensure that an adapter will not remain
blocked, while other adapters create more traffic on a
congested path. It will only affect adapters that generate
traffic on congested paths. The disadvantage is the
temporal uneven distribution of blocked adapters; some
may be blocked while others continue to accept traffic.
However, eventually all will cycle through the blocked
state or the network will reach a new stable operating
point. This proposed scheme will not be affected by the
introduction of IP security. This is the sole advantage
compared to an IntServ solution.

FUTURE WORK

To evaluate our QoS scheme, we have initiated a
simulation activity to determine the effectiveness of the
admission control scheme and packet loss both during
limited network congestions and during massive re-routing
causing extensive congestions. The initial simulations
confirmed the unsuitability of RED during congestion for
TDM calls, while our proposed algorithms were able to
limit congestion in a controlled fashion. However, under
severe congestion there is still some risk that a high
priority packet is lost since buffers are not purged of low
priority packets. We would also like to compare our
solution with a pure IntServ/RSVP based solution looking
at blocking probability and robustness.

CONCLUSIONS

Based on our analysis we recommend that a TDMolP
solution for military tactical networks is based on the
direct routing of individual TDM channels. This allows
support for military priority as well as offers the most
efficient utilization of resources and simplifies network
management since the routing of TDMolP calls are based
on the IP routing.

It is not possible to map a particular TDM address to an
associated IP address. Existing [ETF proposals for VoIP
routing, e.g. TRIP (Telephony Routing in IP), are not
applicable. Instead, we propose a call routing protocol
based on IP multicast that is efficient and requires no
changes to the existing TDM signaling. The call setup
messages are efficiently flooded to a multicast group with
a minimum of state information required. Additionally, a

hint based caching scheme can be deployed to minimize
delay and overhead even further.

Due to low bandwidth and the need for efficient utilization
of resources in military tactical networks, TDMolP
requires support for congestion and call admission control.
We recommend a solution based on a combination of ECN
and packet dropping. ECN is used to signal congestion
while packet drops are monitored in the TDMolP adapters
and if it increases above a defined threshold, new calls are
blocked unless they have higher priority than the existing
ongoing calls.
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